
133 STAT. 1843 PUBLIC LAW 116–92—DEC. 20, 2019 

and submit to the congressional defense committees processes and 
procedures for providing notifications to the committees regarding 
members of special operations forces, as identified in section 167(j) 
of title 10, United States Code. 

(b) PROCESSES AND PROCEDURES.—The processes and proce-
dures established under subsection (a) shall— 

(1) clarify the roles and responsibilities of the Secretaries 
of the military departments, the Assistant Secretary of Defense 
for Special Operations and Low Intensity Conflict, and the 
Commander of United States Special Operations Command; 

(2) provide guidance relating to the types of matters that 
would warrant congressional notification, including awards, 
reprimands, incidents, and any other matters the Secretary 
determines necessary; 

(3) be consistent with the national security of the United 
States; 

(4) be designed to protect sensitive information during an 
ongoing investigation; 

(5) account for the privacy of members of the Armed Forces; 
and 

(6) take in to account existing processes and procedures 
for notifications to the congressional defense committees 
regarding members of the conventional Armed Forces. 

SEC. 1746. SECURING AMERICAN SCIENCE AND TECHNOLOGY. 

(a) INTERAGENCY WORKING GROUP.— 
(1) IN GENERAL.—The Director of the Office of Science 

and Technology Policy, acting through the National Science 
and Technology Council, in consultation with the National Secu-
rity Advisor, shall establish or designate an interagency 
working group to coordinate activities to protect federally 
funded research and development from foreign interference, 
cyber attacks, theft, or espionage and to develop common defini-
tions and best practices for Federal science agencies and 
grantees, while accounting for the importance of the open 
exchange of ideas and international talent required for scientific 
progress and American leadership in science and technology. 

(2) MEMBERSHIP.— 
(A) IN GENERAL.—The working group shall include at 

least one representative of— 
(i) the National Science Foundation; 
(ii) the Department of Energy; 
(iii) the National Aeronautics and Space Adminis-

tration; 
(iv) the Department of Commerce; 
(v) the Department of Health and Human Services; 
(vi) the Department of Defense; 
(vii) the Department of Agriculture; 
(viii) the Department of Education; 
(ix) the Department of State; 
(x) the Department of the Treasury; 
(xi) the Department of Justice; 
(xii) the Department of Homeland Security; 
(xiii) the Central Intelligence Agency; 
(xiv) the Office of the Director of National Intel-

ligence; 
(xv) the Office of Management and Budget; 

Consultation. 
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(xvi) the National Economic Council; and 
(xvii) such other Federal department or agency 

as the President considers appropriate. 
(B) CHAIR.—The working group shall be chaired by 

the Director of the Office of Science and Technology Policy 
(or the Director’s designee). 
(3) RESPONSIBILITIES OF THE WORKING GROUP.—The 

working group established under paragraph (1) shall— 
(A) identify known and potential cyber, physical, and 

human intelligence threats and vulnerabilities within the 
United States scientific and technological enterprise; 

(B) coordinate efforts among agencies to share and 
update important information, including specific examples 
of foreign interference, cyber attacks, theft, or espionage 
directed at federally funded research and development or 
the integrity of the United States scientific enterprise; 

(C) identify and assess existing mechanisms for protec-
tion of federally funded research and development; 

(D) develop an inventory of— 
(i) terms and definitions used across Federal 

science agencies to delineate areas that may require 
additional protection; and 

(ii) policies and procedures at Federal science agen-
cies regarding protection of federally funded research; 
and 
(E) develop and periodically update unclassified rec-

ommendations for policy guidance to assist Federal science 
agencies and grantees in defending against threats to feder-
ally funded research and development and the integrity 
of the United States scientific enterprise that— 

(i) includes— 
(I) descriptions of known and potential threats 

to federally funded research and development and 
the integrity of the United States scientific enter-
prise; 

(II) common definitions and terminology for 
categorization of research and technologies that 
are protected; 

(III) identified areas of research or technology 
that might require additional protection; 

(IV) recommendations for how control mecha-
nisms can be utilized to protect federally funded 
research and development from foreign inter-
ference, cyber attacks, theft or espionage, including 
any recommendations for updates to existing con-
trol mechanisms; 

(V) recommendations for best practices for 
Federal science agencies, universities, and 
grantees to defend against threats to federally 
funded research and development, including 
coordination and harmonization of any relevant 
reporting requirements that Federal science agen-
cies implement for grantees, and by providing such 
best practices with grantees and universities at 
the time of awarding such grants or entering into 
research contracts; 

Recommenda- 
tions. 

Coordination. 
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(VI) a remediation plan for grantees and 
universities to mitigate the risks regarding such 
threats before research grants or contracts are can-
celled because of such threats; 

(VII) recommendations for providing 
opportunities and facilities for academic 
researchers to perform controlled and classified 
research in support of Federal missions; 

(VIII) assessments of potential consequences 
that any proposed practices would have on inter-
national collaboration and United States leader-
ship in science and technology; and 

(IX) a classified addendum as necessary to 
further inform Federal science agency decision-
making; and 
(ii) accounts for the range of needs across different 

sectors of the United States science and technology 
enterprise. 

(4) POLICY GUIDANCE.—Not later than 270 days after the 
date of the enactment of this Act, the Director of the Office 
of Science and Technology Policy, in consultation with the 
working group established under paragraph (1), shall— 

(A) develop and issue policy guidance to Federal science 
agencies with more than $100,000,000 in extramural 
research in fiscal year 2018 to protect against threats to 
federally funded research and the United States science 
enterprise, including foreign interference, cyber attacks, 
theft, or espionage; and 

(B) encourage consistency in the policies developed by 
Federal science agencies with more than $100,000,000 in 
extramural research in fiscal year 2018, as appropriate, 
and factoring in the potential range of applications across 
different areas of science and technology. 
(5) COORDINATION WITH NATIONAL ACADEMIES ROUND-

TABLE.—The Director of the Office of Science and Technology 
Policy shall coordinate with the Academies to ensure that at 
least one member of the interagency working group is also 
a member of the roundtable under subsection (b). 

(6) INTERIM REPORT.—Not later than six months after the 
date of enactment of this Act, the Director of the Office of 
Science and Technology Policy shall provide a report to the 
relevant committees that includes the inventory required under 
paragraph (3)(D), and an update on progress toward developing 
the policy guidance required under paragraphs (3)(E) and (4), 
as well as any additional activities undertaken by the working 
group in that time. 

(7) BIENNIAL REPORTING.—Two years after the date of 
enactment of this Act, and at least every two years thereafter, 
the Director of the Office of Science and Technology Policy 
shall provide a summary report to the relevant committees 
on the activities of the working group and the most current 
version of the policy guidance required under paragraph (4). 

(8) TERMINATION.—The working group established or des-
ignated under paragraph (1) shall terminate on the date that 
is ten years after the date on which such working group is 
established or designated. 

Deadline. 
Consultation. 
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(b) NATIONAL ACADEMIES SCIENCE, TECHNOLOGY AND SECURITY 
ROUNDTABLE.— 

(1) IN GENERAL.—The National Science Foundation, the 
Department of Energy, and the Department of Defense, and 
any other agencies as determined by the Director of the Office 
of Science and Technology Policy, shall enter into a joint agree-
ment with the Academies to create a new ‘‘National Science, 
Technology, and Security Roundtable’’ (hereinafter in this sub-
section referred to as the ‘‘roundtable’’). 

(2) PARTICIPANTS.—The roundtable shall include senior rep-
resentatives and practitioners from Federal science, intel-
ligence, and national security agencies, law enforcement, as 
well as key stakeholders in the United States scientific enter-
prise including institutions of higher education, Federal 
research laboratories, industry, and non-profit research 
organizations. 

(3) PURPOSE.—The purpose of the roundtable is to facilitate 
among participants— 

(A) exploration of critical issues related to protecting 
United States national and economic security while 
ensuring the open exchange of ideas and international 
talent required for scientific progress and American leader-
ship in science and technology; 

(B) identification and consideration of security threats 
and risks involving federally funded research and develop-
ment, including foreign interference, cyber attacks, theft, 
or espionage; 

(C) identification of effective approaches for commu-
nicating the threats and risks identified in subparagraph 
(b) to the academic and scientific community, including 
through the sharing of unclassified data and relevant case 
studies; 

(D) sharing of best practices for addressing and miti-
gating the threats and risks identified in subparagraph 
(B); and 

(E) examination of potential near- and long-term 
responses by the Government and the academic and sci-
entific community to mitigate and address the risks associ-
ated with foreign threats. 
(4) REPORT AND BRIEFING.—The joint agreement under 

paragraph (1) shall specify that— 
(A) the roundtable shall periodically organize work-

shops and issue publicly available reports on the topics 
described in paragraph (3) and the activities of the round-
table; 

(B) not later than March 1, 2020, the Academies shall 
provide a briefing to the relevant committees on the 
progress and activities of the roundtable; and 

(C) the Academies shall issue a final report on its 
activities to the relevant committees before the end of 
fiscal year 2024. 
(5) TERMINATION.—The roundtable shall terminate on Sep-

tember 30, 2024. 
(c) DEFINITIONS.—In this section: 

(1) The term ‘‘Academies’’ means the National Academies 
of Science, Engineering and Medicine. 

Public 
information. 
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(2) The term ‘‘Federal science agency’’ means any Federal 
agency with at least $100,000,000 in basic and applied research 
obligations in fiscal year 2018. 

(3) The term ‘‘grantee’’ means an entity that is— 
(A) a recipient or subrecipient of a Federal grant or 

cooperative agreement; and 
(B) an institution of higher education or a non-profit 

organization. 
(4) The term ‘‘relevant committees’’ means— 

(A) the Committee on Science, Space, and Technology 
of the House of Representatives; 

(B) the Committee on Commerce, Science, and 
Transportation of the Senate; 

(C) the Committee on Armed Services of the House 
of Representatives; 

(D) the Committee on Armed Services of the Senate; 
and 

(E) the Committee on Homeland Security and Govern-
mental Affairs of the Senate. 

SEC. 1747. STANDARDIZED POLICY GUIDANCE FOR CALCULATING AIR-
CRAFT OPERATION AND SUSTAINMENT COSTS. 

Not later than 270 days after the date of the enactment of 
this Act, the Under Secretary of Defense for Acquisition and 
Sustainment, in coordination with the Director of Cost Analysis 
and Program Evaluation and in consultation with the Secretary 
of each of the military services, shall develop and implement 
standardized policy guidance for calculating aircraft operation and 
sustainment costs for the Department of Defense. Such guidance 
shall provide for a standardized calculation of— 

(1) aircraft cost per flying hour; 
(2) aircraft cost per aircraft tail per year; 
(3) total cost of ownership per flying hour for aircraft 

systems; 
(4) average annual operation and sustainment cost per 

aircraft; and 
(5) any other cost metrics the Under Secretary of Defense 

determines appropriate. 

SEC. 1748. SPECIAL FEDERAL AVIATION REGULATION WORKING 
GROUP. 

(a) IN GENERAL.—Not later than 90 days after the date of 
the enactment of this Act, the Secretary of Defense, the Secretary 
of Transportation, and the Secretary of State, shall jointly establish 
a Special Federal Aviation Regulation (in this section referred to 
as the ‘‘SFAR’’) interagency working group to review the current 
options for the Department of Defense to use contracted United 
States civil aviation to provide support for Department of Defense 
missions in areas where a Federal Aviation Administration SFAR 
is in effect. 

(b) DUTIES.—The working group shall— 
(1) analyze all options currently available for the Depart-

ment of Defense to use contracted United States civil aviation 
to provide support for Department of Defense missions in areas 
where a Federal Aviation Administration SFAR is in effect; 

(2) review existing processes of the Department of Defense, 
the Federal Aviation Administration, and the Department of 

Review. 
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